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Abstract—Wireless link signature is a physical layer authentication mechanism, which uses the unique wireless channel
characteristics between a transmitter and a receiver to provide
authentication of wireless signals. This paper identifies a new
attack, called mimicry attack, against existing wireless link signature schemes. It is assumed that an attacker cannot “spoof”
an arbitrary link signature and that the attacker will not have
the same link signature at the receiver unless it is at exactly the
same location as the legitimate transmitter. However, this paper
shows that an attacker can forge an arbitrary link signature as
long as it roughly knows or can estimate the legitimate signal at
the receiver’s location, and the attacker does not have to be at
exactly the same location as the legitimate transmitter in order
to forge its link signature.
To provide physical layer authentication capability and defend
against the mimicry attack, this paper proposes a novel construction for wireless link signature, called time-synched link signature,
by integrating cryptographic protection and time factor into wireless physical layer features. This paper reports an extensive set
of experimental evaluation of the mimicry attacks and the timesynched link signature scheme on the USRP2 platform running
GNURadio. The experimental results confirm that the mimicry
attacks against the previous link signature scheme are a real
threat and demonstrate that the newly proposed time-synched
link signature is effective in physical layer authentication.

I. I NTRODUCTION
Wireless physical layer security is becoming increasingly
important as wireless devices are more and more pervasive
and adopted in critical applications. For example, implantable
medical devices (IMD) such as pacemaker may grant access to
an external control device only when it is close enough [31].
Thus, verifying the physical proximity of the external control
device is critical to the security of the IMD and the patient.
There have been multiple proposals in recent years to provide
enhanced wireless security using physical layer characteristics, including fingerprinting wireless devices (e.g., [5], [13],
[16], [25]), authenticating and identifying wireless channels
(e.g., [30], [42]), and deriving secret keys from wireless
channel features only observable to the communicating parties
(e.g., [3], [26], [27], [40]).
Among the recent advances in wireless physical layer
security is (wireless) link signature. Link signature uses the
unique wireless channel characteristics (e.g., the multi-path
effect) between a transmitter and a receiver to provide authentication of the wireless channel. Three link signature
schemes [22], [30], [42] have been proposed so far. Since
its initial introduction, link signature has been recognized as
a channel authentication mechanism for applications where

wireless channel characteristics is unique for individual nodes
(e.g., [5], [20], [23], [26], [41]).
In this paper, we identify a new attack, which is called the
mimicry attack, against existing link signature schemes [22],
[30], [42]. We start our investigation with the link signature
scheme in [30]. It is assumed in [30] that an attacker “cannot
‘spoof’ an arbitrary link signature” and that the attacker “will
not have the same link signature at the receiver unless it is
at exactly the same location as the legitimate transmitter.”
However, we show in this paper that (1) an attacker can
forge an arbitrary link signature as long as the attacker can
roughly know or estimate the legitimate signal at the receiver’s
location, and (2) the attacker does not have to be at exactly the
same location as the legitimate transmitter in order to forge
its link signature. We also extend the mimicry attack to the
link signature scheme in [22]. Since the link signature scheme
in [42] is essentially an integration of the techniques in [30],
[42], all three link signature schemes are vulnerable to the
mimicry attack.
To provide wireless channel authentication capability and
defend against the threats identified in this paper, we develop
a novel construction for link signature, which is called timesynched (i.e., time synchronized) link signature. Time-synched
link signature integrates cryptographic protection as well as
time factor into the wireless physical layer features, and
provides an effective countermeasure against mimicry attacks.
We also perform an extensive set of experimental evaluation
of the mimicry attacks and the time-synched link signature
scheme on the USRP2 platform [24] running GNURadio [1].
Our experiments confirm that the mimicry attacks against the
previous link signature scheme are a real threat and demonstrate that the newly proposed time-synched link signatures
are effective in mitigating those attacks.
Our contribution in this paper is three-fold. First, we identify
the mimicry attack against existing link signature schemes.
Second, we develop the time-synched link signature scheme to
defend against various mimicry attacks based threats. Finally,
we perform an extensive set of experiments to evaluate the
impact of mimicry attacks and demonstrate the effectiveness
of the proposed time-synched link signature.
The remainder of this paper is organized as follows. Section II gives some background information for link signatures
and the related discussion in this paper. Section III discusses
the mimicry attacks against existing link signature schemes.
Section IV presents our new time-synched link signature.

Section V gives our experimental confirmation of the mimicry
attacks against the previous link signature as well as evaluation of the time-synched link signature. Section VI discusses
related work. Finally, Section VII concludes this paper and
points out some future research directions.
II. P RELIMINARIES
In this section, we give some background information on
the link signature scheme in [30], including multi-path effect,
channel impulse response, and how these are used for link
signatures.
A. Multi-path Effect, Channel Impulse Response, and Link
Signature
Wireless signal usually propagates in the air along multiple
paths due to reflection, diffraction, and scattering [30]. As a
result, a receiver may receive multiple copies of the transmitted
signal from different paths, each of which may have a different
delay due to the path it traversed on. The received signal
is indeed the sum of these time delayed signal copies. Each
path imposes a response (e.g., distortion and attenuation) on
the signal traveling along it [30], and the superposition of
all responses between two nodes is referred to as a channel
impulse response [17].
The multi-path effects between different pairs of nodes
are usually different, and so are the channel impulse responses [30]. Due to this reason, a channel impulse response
between two nodes is also called a link signature, and has been
proposed to provide robust location distinction and locationbased authentication [30], [41], [42]. Specifically, to determine
if a received signal is from the desired location/channel of the
transmitter, the receiver can estimate the link signature of the
received signal and compare it with reference link signatures,
which are estimated when the receiver already knows that
signals are from the desired location/channel. The received
signal is accepted only if the estimated link signature is similar
to reference link signatures.
B. Cryptographic Signatures v.s. Link Signatures
Cryptographic and link signatures achieve different authentication purposes. In general, cryptographic authentication
enables a receiver to know if messages are generated by
the desired transmitter, whereas link signature authentication
enables a receiver to know if messages are from the desired location/channel. For example, sensors can be used to monitor if
a fire starts in an area. They report temperature measurements
to a remote receiver through wireless channel. An arsonist can
burn target area without being detected by moving the sensors
to a normal place. Cryptographic signatures don’t help, but link
signatures can alert the receiver (the sensors’ link signatures
change as their location/channel changes).
C. Estimating Channel Impulse Responses
With the knowledge of channel impulse responses, wireless
systems can achieve high quality communication with low
bit error rate [36]. A popular method for estimating channel

impulse responses is the training sequence based estimation [34], which is adopted by many modern wireless systems,
including WLAN, CDMA1x, DVB, WiMAX, and ZigBee.
In this method, the transmitter sends a training sequence
(i.e., a sequence of bits) over the wireless channel. The
receiver then uses the training sequence and the corresponding
received signal samples to estimate channel impulse responses,
where the data value of the training sequence can be preshared [34] or reconstructed from the received signal through
demodulation [30].
Note that at the physical layer channel estimation can be
processed in either frequency domain (e.g. [30], [42]) or time
domain (e.g., [34], [36]). Because of the linear relationship
between the two domains, frequency and time domain based
methods are inter-convertible. In the following, we describe
the channel estimation method in the time domain.
Mathematical Formulation: To estimate channel impulse
responses, the receiver exploits the known transmitted data
content and the corresponding received samples. As discussed
earlier, the sender and the receiver share a training sequence.
For example, a training sequence can be [0, 1, 0, 1]. To transmit the training sequence, the transmitter converts it into
M physical layer symbols (i.e., complex numbers that are
transmission units at the physical layer [18]). This process
is called modulation [18]. The transmitter then sends the M
symbols to the wireless channel.
Let x = [x1 , x2 , ..., xM ] denote the transmitted symbols
in the training sequence. Assume that there exist L paths.
Thus, the receiver can receive L copies of x, each traveling
on one path and undergoing a response (i.e., distortion and
attenuation) caused by the corresponding path. The vector y
of received symbols is the convolution sum of the L copies of
x. Let h = [h1 , h2 , ..., hL ]T be the channel impulse response,
where hi is the response of the i-th path. Assuming an additive
white Gaussian noise (AWGN) channel, the received symbols
y can be represented by [34]
y = h ∗ x + n,

(1)

where n is the white Gaussian channel noise and ∗ is the
convolution operator. The matrix form of Equation (1) is
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Rewriting Equation (2) in a compact matrix form gives us
y = Xh + n,

(3)

where X is a (L + M − 1) × L Toeplitz matrix, containing
L delayed versions of the transmitted symbols x, and y is a
vector consisting of (L + M − 1) received symbols.

ĥLS = (XH X)−1 XH y,

(4)
−1

H

where X is the conjugate transpose of X and ()
is
the matrix inverse operation. For the LMMSE estimator, the
estimation result is [11]:
ĥLM M SE = Rh (Rh + σn2 (XXH )−1 )−1 ĥLS ,

(5)

USRP2s as the transmitter, the receiver, and the symbol sensor.
The communication frequency is 2.4GHz, and the distance D
between the transmitter and the receiver is 6.5 meters. The
transmitter sends a training sequence of 63 symbols for 1000
times. We place the symbol sensor relatively far away from the
receiver, i.e., the distance between the receiver and the symbol
sensor is as far as the distance D between the receiver and the
transmitter, and we record the normalized amplitude of each
received symbol. Then, we reduce the the distance between
the receiver and the symbol sensor to 0.4D, and repeat the
experiment.
Figures 1 and 2 plot the average amplitude of received
symbols. When the distance between the symbol sensor and
the receiver is large, symbols received by the symbol sensor
are different from those received by the receiver (Figure 1).
However, when the symbols sensor is close to the receiver,
both received symbols become similar to each other (Figure 2).

III. M IMICRY ATTACK
In this section, we present the mimicry attack against link
signature. We focus on the attack against the scheme in [30]
and then extend it to the schemes in [22] and [42].

Amplitude

where Rh is the channel correlation matrix (i.e., the statistical
expectation of hhH ) and σn2 is the variance of the channel
noise.
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A. Overview
The root cause of mimicry attack is the linear relationship
between the transmitted symbols x, the received symbols y,
and the link signature h, as indicated in Equation (3).
Let yt and ya denote the received symbols that are from the
transmitter and the attacker, respectively. The attacker’s goal
in mimicry attack is to make ya approximately the same as yt .
Thus, when the receiver attempts to extract the link signature
from the attacker’s symbols ya , it will get a link signature that
is similar to the one estimated from yt .
The attacker should meet two requirements to launch a
mimicry attack: First, the attacker needs to roughly know the
received symbols yt . Second, the attacker needs to manipulate
its own symbols, such that when those manipulated symbols
arrive at the receiver, they are similar to yt (i.e., ya ≈ yt ).
B. Learning Symbols yt
Intuitively, an attacker should be co-located with the receiver in order to know yt . However, it is possible for an
mimicry attacker to avoid satisfying such an extreme condition. The attacker can learn yt by placing a sensing device in
the proximity of the receiver. For the sake of presentation, we
call this device the symbol sensor. It records the symbols sent
from the transmitter and reports them to the attacker through
any available communication channel. Since the symbol sensor
is geographically close to the receiver, its received symbols are
similar those received by the receiver, and can be used as yt .
Experimental Observation: We perform experiments to
examine the similarity between symbols received by the symbol sensor and those received by the receiver. We use three
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Estimation: Two types of estimators are generally used to
estimate h from Equation (3): least-square (LS) estimator and
linear minimum mean squared error (LMMSE) estimator [4].
If the statistical distribution of the channel impulse responses
and noise are unknown, the LS estimator is usually used. If
the statistical distribution of the channel impulse responses and
noise are known, this a priori information can be exploited to
decrease the estimation error, and the LMMSE estimator is
often used for the estimation [39].
For the LS estimator, the estimation result is given by [35]:
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Fig. 2. The sensor is 0.4D meters
away from the receiver

It should be noted that radio channels correlate within
several wavelengths [10]. If the symbol sensor is within several
wavelengths away from the receiver, the symbols received
by the symbol sensor will be similar to those received by
the receiver. Our experiment system uses GHz frequency, and
thus has a very short wavelength. However, a couple of radio
systems work at MHz frequencies [2]. Those systems have
a longer wavelength than our experiment system (i.e., the
wavelength of MHz is 103 times of that of GHz), and thus
they enable a much larger distance between the symbol sensor
and the receiver.
Reducing Time Delay: In the above method, the attacker
needs to wait for the symbol sensor to report yt , which
causes time delay for the attacker. Indeed, before the symbol
sensor receives yt or even before the transmitter starts current
transmission, the attacker may directly use the mathematical
model yt = ht ∗ x + n to estimate yt , where x is the
training sequence used by the communication system and ht
is the link signature between the transmitter and the receiver.
Again, due to proximity reason, the attacker can use the link
signature between the transmitter and the symbol sensor as ht
to calculate yt . In this way, the symbol sensor only needs to
estimate the link signatures between itself and the transmitter,
and report the estimated link signatures to the attacker from
time to time, and the attacker can directly calculate yt anytime
it needs.

C. Manipulating Transmitted Symbols

D. Initial Validation via CRAWDAD Data Set

The symbols ya received from the attacker can be represented as ya = ha ∗ xa + na , where xa , ha , and na are
the symbols transmitted by the attacker, the link signature of
the attacker, and the channel noise, respectively. To make ya
equal to yt , the attacker can treat xa as a unknown variable,
and solve it from the following equation

As an initial validation, we simulate mimicry attacks using
CRAWDAD data set [37], which contains over 9,300 link
signatures measured in an indoor environment with obstacles
(e.g., cubicle offices and furniture) and scatters (e.g., windows
and doors). Our simulation is done in MATLAB 7.7.0.
Simulation Process: We randomly pick two link signatures
from the CRAWDAD data set, and use them as the transmitter’s link signature ht and the attacker’s link signature ha ,
respectively. We generate a training sequence of 256 bits using
a pseudorandom number generator, and compute yt according
to Equation (3) (i.e., yt = Xht + nt , where X is the Toeplitz
matrix of the training sequence and nt is a randomly generated
Gaussian noise). To launch mimicry attacks, the attacker needs
to calculate transmitted symbols xa . Therefore, assuming that
the attacker knows yt , we calculate xa based on Theorem 1
−1 H
(i.e., xa = (HH
Ha yt , where Ha is the Toeplitz matrix
a Ha )
of ha ). The attacker transmits xa to the receiver, and the
corresponding received symbols ya can also be computed by
Equation (3) (i.e., ya = Xa ha + na , where Xa is the Toeplitz
matrix of xa ). Finally, the receiver estimates link signatures
from ya .
Simulation result: Figure 3 shows that the transmitter’s link
signature ht , the attacker’s link signature ha , and the attacker’s
forged link signature estimated from ya . (All link signatures
are normalized by amplitude and each contains 50 elements.)
Though the attacker’s original link signature is different from
the transmitter’s, after the mimicry attack, the forged link
signature is very close to the transmitter’s link signature.
The CRAWDAD data set has 5 link signatures for each
link. We randomly pick one as the comparison base ht . The
Euclidean distance between the other four link signatures
and ht ranges between 1.1432e-004 and 2.2558e-004. The
Euclidean distance between attacker’s true link signature and
ht is 1.2e-003, which is out of the above range. However, the
Euclidean distance between attacker’s forged link signature
and ht is 2.0584e-004, which falls into the normal range of
variation of the link signature. This implies that when the
forged link signature from the attacker is used, it will be
considered valid.

(6)

where link signature ha of the attacker can be obtained from
the symbol sensor as well. The solution to this equation
enables ya to be similar to or the same as the transmitter’s
symbols yt . As a result, the link signatures that are estimated
from ya will also be close to those estimated from yt . In
Theorem 1, we give a way to solve Equation (6) and calculate
xa from yt .
Theorem 1: Let yt and ya denote the received symbols
that are sent by the transmitter and the attacker, respectively.
Further let Ha be the Toeplitz matrix of the attacker’s link
−1 H
Ha yt , then ya = yt .
signature. If xa = (HH
a Ha )
Proof: Let xa = [xa1 , xa2 , ..., xaM ]T denote the symbols
transmitted by the attacker, and ha = [ha1 , ha2 , ..., haL ]T
denote the link signature of the attacker. We have
yt
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Therefore, yt = ha ∗ xa + na ⇔ yt = Ha xa + na . We
can solve xa from yt = Ha xa + na . Since na is unknown,
we use the standard least square approach [35] to solve xa .
Specifically, we minimize ||yt − Ha x̂a ||2 , where x̂a is the
approximate solution of xa . The minimization yields
−1 H
x̂a = (HH
Ha yt .
a Ha )

(7)

Elements in xa are already physical layer symbols, and thus
they can be transmitted directly. The attacker does not need
to modulate them again for transmission.

Normalized link signatures

ha ∗ xa + na = yt ,
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This initial validation demonstrates the theoritical correctness of mimicry attacks. In Section V, we will further inves-

tigate the practical impact of mimicry attacks with real world
experiments.
E. Extending Attack to Multiple Tone Probing based Link
Signature
As discussed earlier, there are two other link signature
schemes [22], [42] besides the one we just attacked [30]. The
scheme in [22], referred to as the multiple tone probing based
link signature, uses complex gains at different frequencies to
build a link signature, and the scheme in [42] is an integration
of the techniques in [30] and [22]. In the following, we show
that we can extend the mimicry attack to also compromise the
multiple tone probing based link signature, thus making all
existing link signature schemes vulnerable.
In the multiple tone probing link signature, K carrier waves
are simultaneouslyP
transmitted to the receiver. The transmitted
K
j2πfκ t
signal is s(t) =
[22], [42], where fκ is the
κ=1 e
frequency of the κ-th carrier. Each carrier wave undergoes
an attenuation at P
its center frequency [42]. Thus, the received
K
signal is r(t) = κ=1 Hκ ej2πfκ t , where Hκ is the complex
channel gain reflecting the amount of attenuation on the κth carrier. The vector h = [H1 , H2 , ..., HK ] of the complex
channel gain is used as the link signature [22], [42].
The mimicry attack identified in this paper can also be
adapted to attack the multiple tone probing based link signature. Let ha = [Ha1 , Ha2 , ..., HaK ] denote the multiple
tone link signature between the attacker and the receiver,
and ht = [Ht1 , Ht2 , ..., HtK ] denote the one between the
transmitter and the receiver. With the knowledge of ht , the
attacker can generate a signal in the following form,
sa (t) =

K
K
X
Htκ j2πfκ t X kHtκ k j(2πfκ t+θaκ −θtκ )
,
e
=
e
Haκ
kHaκ k
κ=1
κ=1

where k.k denote the magnitude of a complex number, θaκ
and θtκ are the phases of Haκ and Htκ , respectively. After
channel attenuation, the corresponding received signal is
ra (t) =

K
K
X
X
Htκ
Haκ ej2πfκ t =
Htκ ej2πfκ t ,
H
a
κ
κ=1
κ=1

which equals to the signal rt (t) received from the transmitter.
As a result, the multiple tone link signature estimated from
ra (t) is the same as that estimated from rt (t).
Since the link signature scheme in [42] is essentially an
integration of the scheme in [30] and [22], the above result
also makes the scheme in [42] vulnerable to mimicry attacks.
IV. T IME - SYNCHED L INK S IGNATURE
In this section, we develop a novel time-synched link
signature to defend against the mimicry attacks. A key feature
of this new mechanism is the integration of cryptographic
protection and time factor into wireless link signatures.
We first clarify our assumptions and the threat model.

A. Assumptions and Threat Model
We assume that there are a Transmitter and a Verifier, who
share a secret key K that is only known to them. The Transmitter sends packets, or more precisely, physical layer frames,
to the Verifier, who then verifies if these frames are directly
transmitted by the Transmitter. We assume that the attacker
can eavesdrop, overhear, and jam wireless communications.
However, we assume that the attacker cannot compromise
the Transmitter or the Verifier, and thus does not know their
secret. The attacker’s goal is to generate or forward frames
to the Verifier and convince the verifier that the frames were
transmitted by the Transmitter.
Given that a cryptographic authentication mechanism (e.g.,
digital signature, Message Integrity Code (MIC)) can be added
to a message to detect forged messages, the main threat is from
the frames that are originally generated by the Transmitter but
forwarded by the attacker.
Two cases are of particular interest: (1) when the attacker
can jam and replay the Transmitter’s frames (i.e., the jamand-replay attack [15]), and (2) when the Transmitter and
the Verifier are out of communication range, but the jammer
forwards frames from the Transmitter to the Verifier, attempting to impersonate the Transmitter and mislead the Verifier to
believe that the Transmitter is still nearby. In the other cases
where the Verifier can receive the original transmission by the
Transmitter, a duplication detection mechanism (e.g., sequence
number) along with authentication can properly detect the
frames forwarded by the attacker.
We assume that the attacker can launch frame repeater attacks. That is, the attacker is able to receive a frame transmitted
by the Transmitter and then forward the frame to the Verifier.
Such frame repeaters are widely available commercially (e.g.,
various brands of 802.11 repeaters).
We also assume that the attacker can launch physical layer
symbol repeater attacks. That is, the attacker can observe
the transmission of each physical layer symbol, which may
represent one or multiple bits in the frame, and then forward
the symbol to the Verifier directly. Such repeaters can be developed using noise canceling techniques and proper positioning
of antennas, as described in [7]. Compared with frame repeater
attacks, symbol repeater attacks are much harder to defend
against.
Link signatures are specific to wireless communication
channels, and usually require a training phase for two nodes
to learn the actual value. The attacker may target at either
the training phase to mislead the Transmitter and the Verifier about their link signature, or the operational phase (as
described in Section III) when the link signature is used for
wireless channel authentication. Thus, a secure link signature
has to protect both the training and the operational phases.
B. Design Strategy
The fundamental reason for the mimicry attack is that the
attacker can establish a set of equations based on two pieces of
information: (1) the knowledge of the training sequence and
(2) the Transmitter’s signal (i.e., physical layer symbols) at

the Verifier’s location. These allow the attacker to manipulate
the transmitted physical layer symbols so that a frame sent by
the attacker has a valid link signature.
Initial Idea: To defend against this attack, our strategy is
to deprive the attacker at least one of these two pieces of
information. It is in general very difficult to prevent a passive
attacker from receiving signals (and then extracting valid link
signatures). However, it is possible to prevent the attacker from
knowing the training sequences.
Thus, our initial idea is to use unpredictable, dynamic, and
authenticated training sequences for extracting link signatures
from wireless packets (frames).
Detecting Frames Forwarded by Attackers: It is not
hard to realize that simply using unpredictable, dynamic,
and authenticated training sequences is still insufficient. The
attacker can receive and analyze the Transmitter’s signal to
learn the training sequence. If the Verifier cannot receive the
original transmission (e.g., due to jam-and-replay attack or
being outside of the Transmitter’s signal range), the attacker
can still forge link signatures by manipulating and forwarding
a frame received from the Transmitter.
To handle this threat, we propose to bring “time” into
the scheme. We assume the Transmitter and the Verifier
have synchronized clocks. (As we will show in the proposed
scheme, in the training phase the Transmitter and the Verifier will synchronize their clocks to meet this assumption.)
The Transmitter may include a timestamp in the transmitted
frame, which indicates the time when a particular bit or
byte called the anchor (e.g., the Start of Frame Delimiter
(SFD) field in an IEEE 802.11 or 802.15.4 frame [19]) is
transmitted over the air. We assume that the Transmitter
can use authenticated timestamping techniques (e.g., [38]) to
ensure that the timestamp precisely represents the point in
time when the anchor is transmitted in air. Upon receiving
a frame, the Verifier can use the timestamp included in the
frame and the time when it receives the frame, which should
also be obtained through PHY or Medium Access Control
(MAC) layer timestamping [38], to estimate the frame traverse
time. An overly long time indicates that the frame has been
forwarded by an intermediate attacker.
Using MAC layer timestamping can defend against the
frame repeater attack fairly well. For example, in an 802.11g
wireless network, which supports 54 Mbps bandwidth, the
transmission of a 100-byte frame takes about 14.8µs. To
maximize the chance to detect forwarded frames, we may force
certain critical frames (e.g., those used to extract physical layer
properties such as Received Signal Strength (RSS)) to have a
large frame size. In the case of 802.11g, the maximum frame
size is 2,346 octets (bytes), which will take about 347.6µs to
transmit. A frame repeater will have to double the transmission
time, giving the Verifier a good chance to detect the extra delay
and thus detect the attack.
Defending against Physical Layer Symbol Repeater
Attacks: A physical layer symbol repeater attack is much
harder to detect than frame repeater attacks. If the attacker
knows where the training sequence is located in the frame,

she can start repeating the physical layer symbols right after
she finishes receiving all symbols corresponding to the training
sequence. This reduces the delay that the physical layer symbol
repeater has to tolerate to the transmission time of only the
training sequence, which could be much shorter than the
transmission time of the entire frame.
To defend against such physical layer symbol repeater attacks, we propose to integrate a third idea into the scheme, that
is, to make the location of the training sequence unpredictable
until the end of the frame transmission. Specifically, we
propose to insert the training sequence at a randomly selected
location in the payload, and place this location, which can be
represented as the offset from the start of the frame header,
at the end of the frame. In order for a physical layer symbol
repeater to mimic the link signature of the Transmitter, she
has to manipulate the physical layer symbols corresponding
to the training sequence in a frame. If the location of the
training sequence is not revealed until the end of the frame, the
attacker will have to wait until the end of the transmission to
learn it. This forces a physical layer symbol repeater attack to
degenerate into a frame repeater attack, which can be handled
as discussed earlier.
Minimum Frame Length: If a frame payload is too short,
the Verifier may have difficulty seeing the extra delay caused
by a frame repeater. One solution is to pad extra bits into
the frame payload if the frame length is less than a minimum
frame length.
The minimum frame length can be determined based on
the errors of the time synchronization and time measurement. Assume that the maximum errors in clock discrepancy
and transmission time are eδ and eτ , respectively. Further
assume that the maximum time measurement errors in the
Transmitter and the Verifier are eT and eV , respectively.
Thus, the maximum error that the Verifier has to tolerate is
eall = eδ + eτ + eT + eV . Assume that the data rate of the
wireless communication is R. It is easy to see that when
the frame length is greater than the minimum frame length
Lmin = R · eall , the Verifier is guaranteed to detect frames
forwarded by frame repeaters.
It has been demonstrated in an implementation of Radio
Frequency (RF) distance bounding protocol [32] that nanosecond processing delay is feasible to achieve. The timesynched link signature requires much less precision in time
synchronization between the Transmitter and the Verifier. For
example, even assuming eall is between 1µs and 10µs, in a
54 Mbps 802.11g wireless network, Lmin will range between
7 bytes and 68 bytes.
Overall Design: Figure 4 illustrates how these ideas can be
integrated into a physical layer protocol. The upper portion
of Figure 4 shows the layout of a typical physical layer
frame, which consists of a series of preamble symbols, the
frame header, and the payload. To detect frames forwarded
by attackers, we include in each frame a timestamp ts , which
indicates the transmission time of the frame. To defend against
physical layer repeater attacks, we include the randomly
generated offset P of the training sequence in each frame at

the end of the frame (to force the attacker to wait until the
end of frame transmission).
Original PHY layer frame:
Preamble

Header

Payload

Enhanced PHY layer frame:
ts: Timestamp
Preamble

Header

ts

receiving time t2 of this frame, and then sends a reply frame
to the Verifier, in which t2 and the transmission time t3 of
the reply frame, which are both measured in the Transmitter’s
clock, are included. Finally, the Verifier receives the reply
frame and records the receiving time t4 in its clock. The clock
discrepancy δ between the Verifier and the Transmitter and
the one-way frame traverse time τ can then be estimated as
follows (e.g., [15], [28], [38]):

x: Training sequence
Payload1

x

Payload2

P

P: offset of x

Fig. 4. PHY layer frame format: Integrating dynamic training sequence with
random offset

Assume the Transmitter and the Verifier share a secret
key K. Given the shared secret key, there are may ways to
generate an unpredictable, dynamic, and authenticated training
sequence. One simple method is to piggyback the authentication of the frame with the generation of the training sequence,
that is, to use the MIC of the entire frame as the training
sequence x. In situations where there is a mismatch between
the MIC and the training sequence (e.g., when a longer training
sequence is needed), we can simply generate the training
sequence as x = F (K, ts ), where F is a pseudo-random
generator, and compute the frame MIC separately. The use
of K and ts makes x dynamic and unpredictable, and the
frame MIC allows x to be authenticated.
In the following, we present the details of the training and
the operational phase in time-synched link signature.
C. Training Phase
The training phase is intended for the Verifier to collect
enough information from the Transmitter so that the Verifier
can verify the link signatures of the future frames from the
Transmitter. The Verifier should obtain the valid link signature
from the Transmitter whenever the link signature between
them may change. This can be accomplished by executing
the training phase protocol periodically or whenever one of
them moves.
In the training phase, the Verifier needs to synchronize its
clock with the Transmitter, and obtain the link signature for the
current communication channel. At the same time, the Verifier
needs to confirm that there is no successful attack during the
training phase.
We use the classic time synchronization technique to estimate the clock discrepancy between the Transmitter and the
Verifier as well as the frame traverse time. This approach
has been used in the past for secure time synchronization
(e.g., [15], [38]). For the sake of presentation, we refer to
the point in time when the anchor (e.g., the SFD field) in a
frame is transmitted or received as the transmission time or the
receiving time of this frame. Specifically, the Verifier sends a
request frame to the Transmitter, and at the same time records
the frame transmission time t1 in the Verifier’s local clock.
When the Transmitter receives the request frame, it records the

(t2 − t1 ) + (t4 − t3 )
(t2 − t1 ) − (t4 − t3)
; τ=
. (8)
2
2
The Transmitter and the Verifier face a subtle difficulty in
time synchronization due to the need of authentication: The
timestamps t1 and t3 should be the actual transmission time of
the request and reply frames; however, the MIC computation
requires the timestamp value before the actual transmission.
Fortunately, a solution has been previously developed for
this problem [38]. It is observed that in the physical layer
protocol component, all computation is deterministic if the
wireless channel is available for transmission. Thus, we can
estimate how much time the deterministic processing will
take before (the anchor of) the frame is transmitted and thus
determine the transmission time before computing the frame
MIC. If the frame transmission does not happen due to channel
unavailability, the estimation, the computation of the MIC, and
the transmission can be repeated.
To defend against potential frame repeater and physical
layer symbol repeater attacks, we use the design given in
Section IV-B. That is, the Transmitter pads the reply frame
payload so that after all necessary components of the frame
are included, the frame length is at least the minimum frame
length Lmin . The Transmitter uses the MIC of the entire frame
as the link signature training sequence, and places it at a
random offset in the frame payload. Finally, the Transmitter
places the random offset at the end of the frame.
δ=

1. V
Transmitter

header, t1, MICK

T

Verifier
V

2. T V header, t2, t3, Pad1, x=MICK, Pad2, P

Fig. 5.

Training phase protocol

Figure 5 shows the training phase protocol between the
Transmitter and the Verifier.
Training Request: The Verifier sends the first training
request frame to the Transmitter, which includes the frame
header, the transmission time t1 of this frame, and the frame
MIC that covers the entire frame (excluding the preambles).
Upon receiving of the request frame, the Transmitter immediately records the receiving time t2 of the frame, and
authenticates the request frame by verifying the MIC.
We can also filter some bogus requests before verifying the
MIC. Though a clock discrepancy between the Transmitter
and the Verifier is expected, there is usually a maximum clock

discrepancy δmax . If (t2 + δmax − t1 ) is too large, it is likely
that the request frame is a replay of a previous request frame,
and should be discarded without verification.
Training Reply: Upon verifying an incoming training
request frame, the Transmitter should send back a training
reply frame. The Transmitter should include time t2 and the
actual transmission time t3 of the reply frame in the frame.
The Transmitter also pads the frame payload to at least the
minimum frame length Lmin and randomly selects an offset
P to place the training sequence as discussed earlier. The
Transmitter then leaves a placeholder (e.g., all 0’s) in place
of the training sequence and computes the frame MIC using
the shared key K. Finally, the Transmitter places the frame
MIC as the training sequence x in the reply frame and sends
it over the air.
Once the Verifier receives the training reply frame, the
Verifier first computes the clock discrepancy δ and the oneway transmission time τ according to Equation (8). If τ is
greater than a threshold τmax , which is the maximum possible
direct transmission time, the Verifier should consider the reply
frame as possibly forwarded by the attacker and discard it.
Otherwise, the Verifier locates the frame MIC by following
the offset P at the end of the frame, authenticates the frame
MIC using the shared key K, and uses the frame MIC, which
is also the training sequence x, to extract the link signature.
The Verifier may run the training phase protocol several times
to get a better quality link signature. As a result, the Verifier
obtains the valid link signature to perform physical layer
authentication of future frames from the Transmitter.
D. Operational Phase
Once the Verifier obtains the clock discrepancy and the valid
link signature from the Transmitter, the two nodes can go
into the operational phase, during which the Verifier can use
this link signature to verify frames that require physical layer
authentication.
Transmitter: To defend against the threats discussed in
Section IV-A, the Transmitter follows the design shown in
Figure 4. Specifically, the Transmitter randomly selects an
offset in the frame payload to include the field for the training
sequence1 . The Transmitter also includes the transmission
time ts , places the offset P at the end of the frame, and
computes the frame MIC using the shared secrete key K,
with a placeholder (e.g., all 0’s) for the training sequence.
The Transmitter then uses the frame MIC as the training
sequence x, puts it in the frame, and sends the frame over
the air. Similar to the training phase, the Transmitter estimates
the frame transmission ts based on the current time and the
estimated duration for the deterministic MIC computation.
Verifier: When the Verifier receives the frame, it immediately records the receiving time tr . The Verifier then retrieves
the frame transmission time ts from the received frame and
estimates the frame traverse time τ = ts − tr − δ, where δ is
1 Note that the training sequence is necessary for the Verifier to extract the
link signature. It is used in the operational phase even though its name has
“training” in it.

the clock discrepancy between the Verifier and the Transmitter
learned in the training phase. If τ is greater than the threshold
τmax , the maximum possible direct transmission time, the
Verifier should consider the frame possibly forwarded by the
attacker and discard it. Otherwise, the Verifier locates the
frame MIC by using the offset P at the end of the frame,
verifies the frame MIC using the shared key K, and then uses
the frame MIC as the training sequence to extract the link
signature. Finally, the Verifier compares this link signature
with the one derived during the training phase. The frame
is accepted if this link signature does not deviate from the
valid one learned in the training phase. Otherwise, the frame
is considered forged and discarded.
E. Security Analysis
Now let us examine the ability of the time-synched link
signature to defend against the malicious threats.
First of all, the time-synched link signature uses a training
sequence authenticated with a shared secret key only known
to the Transmitter and the Verifier, and the training sequence
changes from frame to frame due to the involvement of the
timestamp in the computation of the training sequence. Thus,
the training sequence is authenticated, dynamic, and unpredictable. This effectively prevents the attacker from forging
frames with training sequences of its choice. The only choice
left for the attacker is to reuse and manipulate valid frames
from the Transmitter.
The use of random offset for the training sequence in
the frame payload forces the attacker to wait for the end
of the frame transmission to understand where the training
sequence is located in the frame. As a result, the attacker
cannot launch physical layer symbol repeater attacks and at the
same time manipulate the training sequence correctly to bypass
link signature verification. The attacker may still perform the
frame repeater attack. However, due to the enforcement of
the minimum frame length, a frame forwarded by a frame
repeater will introduce at least the amount of delay caused by
the receiving of the frame, which is detectable by the Verifier.
The attacker may launch a probabilistic mimicry attack by
randomly guessing the location of the training sequence and
forging the frame symbols accordingly. Indeed, the attacker
may also try to overestimate the length of the training sequence
and perform the forgery. If the assumed training sequence yt0
is a superset of the actual one yt (i.e., yt is a subsequence
of yt0 ), due to the linear property of Equation (7), the forged
symbols x̂0a will also include x̂a as a subsequence. This will
allow the attacker’s symbols to be accepted by the receiver.
However, the attacker cannot delay the transmission of a frame
for Lmin or more; otherwise, its interference will be detected.
This means that the probability for the attacker to succeed
−|x|+1
when Lmin is greater than or
is at most p = Lmin
F −|x|+1
equal |x|, where |x| and F are the lengths of the training
sequence and the frame payload, respectively. When Lmin is
less than |x|, the probability of a successful mimicry attack
degrades to 0. For example, in a 54Mbps 802.11g wireless
network, if we can achieve 2.96µs precision in the time

synchronization and measurement error (i.e., eall = 2.96µs
and Lmin = 159.84 bits) and use HMAC-SHA1 to generate
the training sequence (i.e., |x|=160 bits), the probabilistic
mimicry attack is guaranteed to fail.
Nevertheless, the probabilistic mimicry attack does increase
the requirement for time synchronization. In other words,
the Transmitter and the Verifier need to obtain fine-grained
time synchronization so that the success probability of a
probabilistic mimicry attack becomes negligible.
V. E XPERIMENTAL E VALUATION
We have implemented the link signature scheme in [30],
the mimicry attack, and the newly proposed time-synched link
signature. We have also implemented the frame repeater attack,
which can be used along with the mimicry attack. Our prototype uses the second generation of USRPs (i.e., USRP2) [24],
which are equipped with AD and DA converters as the RF
front ends, and XCVR2400 daughter boards operating in the
2.4 GHZ range as transceivers. The software implementation
is based on GNURadio [1].
USRP2s are capable of processing signals up to 100MHz
wide. Such a high bandwidth enables the use of them for capturing multipath effects and measuring link signatures. GNURadio configuration requires setting the values of interpolation
(decimation) rate at the transmitter (receiver) and the number
of samples per symbol. If the values of those parameters are
too high, the actual bandwidth will be significantly reduced.
To guarantee the capture of multipath effect, we set those
parameters the minimum values allowed by GNURadio (i.e., 5
for the interpolation and decimation rate, and 2 for the number
of samples per symbol).
We have performed experiments using this prototype system
to evaluate the impact of mimicry attacks and the performance
of time-synched link signature.
A. Evaluation Methodology
Evaluation Scenarios: Our prototype system consists of
a transmitter, a receiver (i.e., the verifier in case of timesynched link signature), and an attacker. Each node is a
USRP2 connected to a commodity PC. The receiver estimates
the received link signatures and compares them with the
transmitter’s link signature.
We consider three scenarios in our evaluation: (1) normal
scenario, (2) forgery scenario, and (3) defense scenario. In a
normal scenario, the attacker simply sends original symbols
to the receiver. In both the forgery and the defense scenarios,
the receiver functions as the symbol sensor for the attacker. It
estimates the link signatures for the attacker and provides this
link signature and the received symbols from the transmitter
to the attacker. Upon obtaining this information, the attacker
launches the mimicry attack, during which it transmits manipulated symbols to the receiver. However, the forgery scenario
uses the previous link signature scheme in [30], while the
defense scenario uses the newly proposed time-synched link
signature.

Evaluation Metrics: Intuitively, the attacker wants to reduce the difference between its own link signature and the
transmitter’s link signature, whereas the defense method aims
to increase this difference to alert the receiver. Thus, the link
difference between both the attacker’s and the transmitter’s
link signatures can visually reveal the impact of mimicry
attacks and the effectiveness of the defense method.
The receiver measures N link signatures of the transmitter,
where we set N to 50 in our evaluation. Let H denote the
set formed by the N link signatures. We collect 500 link
signatures from the attacker, and calculate the link difference
da,H between H and them. For the purpose of comparison,
we also let the receiver collect 500 link signatures from the
transmitter, and calculate the link difference dt,H between H
and those newly collected link signatures.
According to [30], the above link difference (i.e., da,H
and dt,H ) is calculated using σ1 minkg − hk, where h is a
g∈H

link signature of the attacker or the transmitter, and σ is
the historical average difference between
P linkPsignatures in
H [30], which is given by σ = N (N1−1)
kq − gk.
g∈Hq∈H−g

Link signature based authentication serves as a detector that
decides whether or not a received signal is from the desired
source. Thus, besides link difference, we also use detection
rate PD (i.e., the rate that an attacker’s link signature is
successfully detected by the receiver) and false alarm rate
PF A (i.e., a transmitter’s link signature is incorrectly identified
as the attacker’s link signature) as two additional evaluation
metrics. Finally, we measure the time delay introduced by
the transmitter and the attacker to assess how well the frame
repeaters can be detected.
B. Evaluation Results
We now show how mimicry attacks affect the link difference, false alarm rate, detection rate, and the tradeoff between
the detection and the false alarm rates in the normal, forgery,
and defense scenarios.
1) Link Difference: Figures 6, 7, and 8 show the link difference for the attacker da,H and that for the transmitter dt,H
in the normal, forgery, and defense scenarios, respectively. In
the normal scenario, we see in Figure 6 that da,H is generally
larger than dt,H . The histograms da,H and dt,H are shown in
Figure 9. Most of the transmitter’s link difference is less than
0.6, whereas most of the attacker’s link difference is larger
than 0.6. Thus, based on the value of link difference, the
receiver can achieve a high accuracy in distinguishing between
the transmitter and the attacker.
In the forgery scenario, the attacker launches mimicry
attacks to make its own link signatures similar to the transmitter’s link signatures. We see in Figure 7 that da,H decreases
to the same level as dt,H , and da,H and dt,H substantially
overlap with each other. The histogram of da,H (i.e., the top
graph in Figure 10) shows that the link difference distribution
of the attacker gets very close to that of the transmitter. The
mimicry attack reduces the difference between the attacker’s
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link signatures and the transmitter’s link signatures, leading to
high false negative rate at the receiver.
In the defense scenario, as indicated in Figure 8, the use
of time-synched link signature increases da,H of forged link
signatures. In particular, the mean value of da,H under defense
and forgery scenarios are 0.7368 and 0.4648, respectively. The
histogram of da,H in the defense scenario (i.e., the bottom
graph in Figure 10) shows that the link difference computed
from a majority of forged signatures is larger than 0.6. Thus,
the receiver can again distinguish between the transmitter and
the attacker with low error rate.
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2) Detection and False Alarm Rates: As mentioned earlier,
a history of N transmitter’s link signatures is measured and
stored at the receiver, and the receiver computes the link
difference d between a newly measured link signature and
history link signatures. In our experiment, we follow the same
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Link difference for the attacker’s link
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detection rule as in [30]: If d is smaller than a certain threshold
r, the receiver concludes that this link signature is from the
transmitter; otherwise, the receiver assumes it is from the
attacker.
Let NF A denote the number of link signatures that are
actually from the transmitter but incorrectly identified as from
the attacker, and ND denote the number of link signatures that
are from the attacker and detected by the receiver. The false
alarm rate PF A is calculated as the ratio of NF A to the total
number of the transmitter’s link signatures, and the detection
rate PD is computed as the ratio of ND to the total number
of the attacker’s link signatures.
Figure 11 shows PF A and PD as a function of the threshold
r. A large threshold can reduce false alarm rate PF A , whereas
a small threshold can increase detection rate PD . A common
decision is to pick the operational threshold as the point where
the distance between PF A and PD is the largest (i.e., PD −
PF A is the largest).
The operational thresholds of the normal, defense, and
forgery scenarios are 0.5811, 0.6329, and 0.4182, respectively.
For the normal scenario, the corresponding PF A and PD
achieved by the operational threshold are PF A = 0.0936 and
PD = 0.9064. The defense scenario slightly outperforms the
normal scenario in terms of reducing PF A and increasing PD
with the operational threshold, leading to PF A = 0.0635 and
PD = 0.9365.
The forgery scenario has the worst performance. With the
operational threshold, PF A = 0.4045 and PD = 0.5935. Note
that, in our experiment, a link signature is either from the
transmitter or from the attacker, and thus the probability that
a blind guess hits the true source of this link signature is 0.5.
The false alarm rate PF A and detection rate PD in the forgery
scenario are just slightly better than a blind guess.
Figure 12 shows the receiver operating characteristic (ROC)
curves for the normal, forgery, and defense scenarios, in which
the PF A and PD are the x-axis and y-axis, respectively. The
curve representing the defense scenario is on the top-left
corner of the figure, indicating good performance of the timesynched link signature.
3) Frame Time Delay: The proposed time-synched link
signature uses estimated frame traverse time to filter out frames
forwarded by the attacker. In this experiment, we measure the
time delay of frames from the transmitter and the attacker,
respectively, to examine this approach. In our experiment, the
frame length is 190 bits and the transmission rate is set to
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500Kbps. The transmitter sends 130 frames, and the attacker
forwards all of them.
Figure 13 shows that the time delays of frames forwarded
by the attacker significantly exceed those of the frames directly
sent by the transmitter. Our further analysis indicates that the
ratio of the attacker’s delay to the transmitter’s delay ranges
between 2.2 and 2.6, indicating that the forwarding by the
attacker approximately doubles the delay.
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We would like to caution the reader that due to the limitation
of USRP2, our implementation does not perform physical layer
timestamping. Thus, the time delays measured in our experiments include the processing time on the PC and the USRP2
boards. In a real deployment, physical layer timestamping is
necessary to increase the precision of time synchronization
and time measurement.

Wireless Transmitter Authentication: Existing noncryptographic techniques for authenticating wireless transmitters can be divided into three categories [5]: software fingerprinting (e.g., [14], [21], [29]), location distinction (e.g., [6],
[22], [30], [42]), and radiometric identification (e.g., [5], [9],
[33])
In software fingerprinting approaches, discrepancies in software configuration are used as fingerprints to distinguish
between wireless nodes [5]. For example, Franklin et al. [14]
proposed to use the implementation dependent differences
among device drivers to identify 802.11 nodes. Kohno et
al. [21] proposed to use clock skews in TCP and ICMP
timestamps to fingerprint networked devices.
In location distinction based authentication, a signal is
authenticated by verifying whether it originates from the expected location of the transmitter. RSS (e.g., [6]) and link signatures have been used to enable such location distinction [30].
The RSS based methods directly estimate the location of a
signal origin using the RSS values. However, such methods
can be defeated with an array antenna, which can fake arbitrary
source locations [30]. The link signature based approaches
authenticate the channel characteristics between the transmitter
and the receiver [22], [30], [42]. In this paper, we showed that
all these link signature schemes are vulnerable to mimicry
attacks. Our newly proposed time-synched link signature is
developed to fill this gap.
In radiometric identification approaches, the distinctive
physical layer characteristics exhibited by wireless devices are
utilized to distinguish between them. Transient based techniques (e.g., [9], [33]) identify a wireless device by looking
at the unique features “during the transient phase when the
radio is turned on” [8]. Modulation based techniques (e.g., [5])
measure differentiating artifacts of individual wireless frames
in the modulation domain to identify the device.
Attacks on Radiometric Identification: Recently, it was
demonstrated in [8] and [12] that radiometric identification
techniques were vulnerable to impersonation attacks. The
results in [8] revealed that both transient and modulation based
techniques are vulnerable to impersonation attacks, though
transient-based techniques are harder to reproduce. Edman et
al. [12] showed that an attacker can significantly reduce the
accuracy of such techniques by simply using a commodity RF
hardware platform. These works are complementary to ours in
this paper.
VII. C ONCLUSION
In this paper, we identified the mimicry attack against
existing wireless link signature schemes [22], [30], [42].
Our results indicated that some assumptions that form the
foundation of the previous link signature construction are not
true. In particular, we demonstrated that an attacker can forge
an arbitrary link signature as long as it knows the legitimate
signal at the receiver’s location, and the attacker does not have
to be at exactly the same location as the legitimate transmitter
to forge its link signature.

To provide physical layer authentication capability and defend against the mimicry attack, we proposed the novel timesynched link signature scheme by integrating cryptographic
protection and time factor into wireless physical layer features.
This new technique provides an effective and practical solution
for authenticating physical layer wireless signals. We also
performed an extensive set of experiments, and demonstrated
both the feasibility of mimicry attacks and the effectiveness of
time-synched link signature on the USRP2 platform running
GNURadio.
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