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Why Software Reliability

ÅJune 1985 - January 1987, Therac 25 Accidents (6) 

ÅSeptember 14, 1993 Airbus A320-211

ÅJune 4, 1996 Ariane 501 Disaster 

ÅMay 2002, Air-traffic control software reliability 

ÅJune 2002, Impact of inadequate software testing on US economy, 

ÅJune 2002, Questions about New Air-Traffic Computer System, 

Å2005-Present Unprotected personal data ïexamples include; 

Boeing, Visa, Sears and é

ÅAirbus A319, Flight 190, heading from Victoria to Toronto, Pilot 

came over the intercom to say there had been a computer failure 

and that they were flying the plane manually 

ÅAugust 2008, Atlanta Center - Software corruption results in loss of 

one-half of flights in the eastern united states and overloads the Salt 

Lake Center

Excerpts from http://catless.ncl.ac.uk/Risks/index.25.html 

SWR has become the most critical element of today's capabilities
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Common Myth

The designers view

Software is 100% reliable - i.e., it does exactly 

what it was designed to do.
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Avoiding the Question

ÅSoftware started much later than Hardware in a world that 

was hardware oriented

ÅDifficult for Programs to wrap their arms around Software 

having a reliability metric

ÅCommercial industry ïvery little failure reporting

ÅFocus has been hardware and only in the last 10 years has 

software seriously been moved to the forefront of reliability 

issues

ÅSystems models have been difficult to generate

ÅField Failures are often not specifically identified as being 

software related

ÅShear Number of languages creates problems ïespecially 

for system integration
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Sample of Software Languages 

ÅFORTRAN

ÅALGOL

ÅLISP

ÅPASCAL

ÅPLM

ÅC

ÅADA

ÅC++

ÅFORTH

ÅPASCAL

ÅPERL

ÅVISUAL BASIC

ÅJAVA

ÅC#

Å1954

Å1958

Å1958

Å1970

Å1972

Å1976

Å1978

Å1979

Å1987

Å1983

Å1980ôs
Å1991

Å1995

Å2003

Languages Circa

There are over 100 languages used in a large number of applications
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Software is Ubiquitous

ÅSoftware today is showing up in almost every 

imaginable market

ÅOvens

ÅMicrowaves

ÅAutomobiles

ÅToys

ÅMedical Equipment

ÅAircraft

ÅDesktop and Laptop Computing

ÅCell Phones

ÅMilitary Weapons

ÅAnd more ïmuch more
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Software Reliability, Quality and Safety

ÅSoftware Reliability is often very closely tied to the safety of 
many systems.  And these systems must be viewed in 
aggregate:
ÅCommercial aircraft (<10-9) ïflight control

ÅMilitary Aircraft (<10-5)- flight control

ÅMedical (<10-7) ïaccuracy of diagnosis ïpatient safety

ÅAutomotive (<10-7) ïpassenger safety

ÅMilitary fire control systems ïfriendly fire

ÅSoftware Reliability The probability that the software will not 
cause the failure of the system for a specified time under 
specified conditions.  This is based on system usage and an 
estimate of the number of faults built into the software. 

ÅSoftware Quality The application of control and disciplined to 
the execution of the software process such that all product 
requirements are met.  Ex;CMMI level 3



System Reliability 

Engineering

Software can only be understood in the context 

of the target system, end user and application.  
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Review of an existing System

ÅPeriod covered 1 year

ÅAll maintenance events

ÅFailure is assumed if maintenance action initiated

ÅAssess for source

ÅHard failure

ÅSoft failure

ÅOperator failure

ÅAssumes average of 9 hour a day operation 5 days 

a week for 50 weeks per year
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One Year Assessment of large system

Processor Based Applications

ÅNetwork

ÅDesktop

ÅLaptop

ÅCAD

Å...

101128 Desktop

51675 Laptop

152803 Total

Count of devicesSystem with >150,000 processor based 

systems within its operations. 

ÅNumber of Calls

ÅTypes of Calls

ÅSystem Affected (i.e., SW, HW, both)

Åé

MTBME ïMean Time Between Maintenance Events

ÅCategory 1- Emergency Fix - System

ÅCategory 2 - Must fix ïGroup/site

ÅCategory 3 - Fix at next release work 

around available - Individual

ÅCategory 4 - Nuisance
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One Year Assessment of large system

Category Failures Intensity Fraction

Loss System 1834
7.7e-6 

/hrs
0.0203

Loss 

Group/Site
178,000

7.4e-4 

/hrs
0.52

Loss 

Individual
13,269

5.6e-5 

/hrs
0.04

Nuisance
151,412 

(2)

6.4e-4 

/hrs
0.44

(1) There are approx 15 major networks operating ï24/7 ïassuming that there 

are no duplicate calls

(2) There may be an additional 300,000 ñnuisanceò calls to add to the Cat 4ôs

Data reviewed for relevance and 

applicability to SW and HW

Estimated Run 

Time
238 Million Hrs 

Hardware MTBME 597 hours

Software MTBME 339 hours
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Failure Definition

ÅFailure The inability of a system or system component to 
perform a specified function within specified limits.  A 
failure may be produced when a fault is encountered and 
a loss of expected function to the user results; or the 
termination of the ability of a functional unit to perform its 
required function; or a departure of program operation 
from program requirements.

ÅFailure Rate Normally expressed as failures per unit time 
such as CPU time or operating hour.  (derived as a result 
of an anticipated failure density (faults per KSLOC) and 
the processor (speed and fault exposure rate)) or the 
number of failures divided by the time interval over which 
the failures occurred.

ÅReliability The ability (probability) of a system or 
component to perform its required functions under stated 
conditions for a specified period of time.

Notice ïno distinction as to what caused the failure

Set and shape expectations by the early definition of what is or is not a failure
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Hardware Reliability ïPhysics Based

ÅTemperature

ÅSand and Dust

ÅVibration

ÅShock

ÅPower cycling

ÅTransient temperature

ÅAerosolsé, é

Mathematical Models Include Weibull, Exponential, Log-Normal and Normal.

In other words the physics of the user and operational environment
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Software Reliability ïProcess Based

ÅUse of existing or off-the-shelf (OTS) SW

ÅDevelopment of Requirements

ÅSkill level of designer

ÅType and Level of testing

ÅUnderstanding concept of operation  (flight control, 

etc.)

ÅComplexity of function

ÅWhat is the work schedule

ÅAmount of human interface, é, é

In other words the non-quantifiable user environment
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RequirementsFailures

ÅMajor SW failures occur when requirements are 

not understood by Customer and Contractor.

ÅRequirements failures often do not show up until 

after the product is released.

ÅAriane V

ÅA320 Airbus

ÅMars Probes

ÅAutonomous Vehicle failure in a desert test 

Á

Á

Á
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MTBFinherent

Mission 

Reliability

MLDT

Availabilityinherent

MTBOMF

Architecture

MMH/OPH

Crew Size

MTBCF

MTBUM

Operational 

Profile

Environments

Mission 

Duration

MTBFSoftware

MTTRinherent

MTBFCND

MTBFinduced

MMax

Fleet Size

Availabilityoperational

MTBFA

MTBR

MTBFdormant

Given

Derived

FD/FI

Off the shelf fill rate

Accessibility

MTBS/PM

MTBSM

MTBMA

PLOA

Reliability and Maintainability Requirements 

Tree ïan example
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Software Reliability Drivers 

ÅSLOC

ÅExecution Time

ÅComplexity

ÅMaturity of Designers

ÅFamiliarity with Operation

ÅUnderstanding 

Requirements

ÅLevel of Detail of ICD

ÅDevelopment of 

Requirements

ÅType and Level of 
Testing

ÅLanguage(s) used

ÅUse of Error Trapping

ÅException Handling

ÅSkill level of designer

ÅIs it Monday morning or 
Friday afternoon

ÅWhat is the work 
schedule

ÅAmount of human 
interface . . . . . . . . . 
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Software Reliability Concerns

ÅCommon Software

ÅCommon software will fail identically for the same set of 

input conditions ïhardware, as a general rule, wonôt

ÅHas a potential impact on planned redundancy and or fault 

management.

ÅNo data to indicate the number of ócommonô 
problem calls

ÅMay represent 50% or more of the total number of 

problem reports

ÅRelies on the capabilities of the technical force 

(highly variable)

ÅEtc.
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Elements of SW Failure

1. errors are the source of defects, 

2. defects are faults in code (or data), 

3. faults eventually lead to failures in the system

4. Failures in the system take on a variety of 

attributes ïgenerally all bad
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Errors and other Problems

ÅRequirements

ÅUsage

ÅComplexity

ÅSoftware Specifications 

ÅDesign 

ÅTesting 

ÅMaintenance 

ÅSystem Integration 

ÅUser

ÅCOTS integration

ÅUnknown design rules

ÅSometimes unknown 

language

ÅLittle or no documentation

ÅHW differences
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Reliability Program Plan 

A Reliability Program is a structured approach to 
identify and track software or hardware reliability 
metrics using consistent, traceable, and repeatable 
processes.

ÅDefine Requirements

ÅEstablish how the requirements will be met

ÅDemonstrate that the requirements have been met

SAE JA 1000, SAE JA 1002, SAE JA1003

IEEE Standard 982.2-1987, IEEE Standard 610.12-1990 
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Define Requirements

ÅIt is an imperative for SW, more so than HW, to 

ensure that the requirements are understood by 

both the customer and the contractor or supplier.

ÅAll subsequent effort is often focused just on 

compliance to the requirements.  Failures 

associated with requirements often do not 

manifest themselves until after delivery and are 

extremely expensive to fix.

THE major cost to most programs is failure to either properly define the 

requirement or correctly interpret the requirement.  The result of this is that 

the problems are not found until AFTER the design is complete and it is in 

the field.
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Define Metrics For Assessment

ÅMTBF (mean time between failure)

ÅMFHBF (mean flight hour between failure)

ÅMFHBOMF (mean flight hour between operational mission failure)

ÅFailure Intensity ïThe number of expected failures per unit time.

ÅP(t) (Probability of success with time) for xx hours under battlefield 
conditions

ÅQ(t) (Probability of failure with time) for yy hours under office environment

ÅProbability of successfully operating with a given confidence level

ÅMTBSCF Mean Time Between Critical (or safety critical) failure

The statistics of the data give you the confidence in the ability of the 
system to perform to a specification

In a stochastic process there is no such thing as failure 

free ïit can not be tested, verified or validated
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Meet the Requirements

ÅEstablish an integrated Reliability Program Plan

ÅIf a Software Development Program (SDP) exists, 

add the software tasks, metric collection to SDP or 

provide a relationship to both the SDP and the 

integrated Reliability Program Plan.  Define the 

Hardware and Software tasks and metrics to be 

developed and tracked

ÅObtain customer approval of plan

ÅEstablish regular assessments and reviews with 

customer
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Capability Maturity Model 

Integration CMMI SM

Staged Level Model

ÅLevel 1 = Initial (Chaos)

ÅLevel 2 = Managed (individuals)

ÅLevel 3 = Defined 

(institutionalized)

ÅLevel 4 = Quantitatively Managed

ÅLevel 5 = Optimizing 

(Improvements are fed back to 

processes)

Continuous Level Model

Å Level 0 = Incomplete

Å Level 1 = Performed

Å Level 2 = Managed

Å Level 3 = Defined

Å Level 4 = Quantitatively 

Managed

Å Level 5 = Optimizing

Quality processes do not guarantee a reliable product
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Design for SW Reliability

ÅUnderstand the System SW requirements

ÅUnderstand the customerôs need and usage
ÅPlan for CMMI level 3 or better (controlled process)

ÅIntegrated effort focuses on parametric testing

ÅFault tolerance

ÅFault or exception handling

ÅUnderstanding Validation & Verification requirements

ÅPeer reviews

ÅLab testing ïMonte Carlo ïnominal case used only to validate 
basic calculation correctness

ÅSelf detection

ÅDesign in Error Trapping (inputs, outputs, time of occurrence, 
etc.)

ÅSoftware is very sensitive to how it is used
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SW Allocations

ÅBenefits

ÅProvides a starting point for supplier assessment

ÅIf properly backed by engineering attributes it can be used 

to form the basis of a SWR specification

ÅDrawbacks

ÅCOTS is a major unknown

ÅExcessive factors affecting estimation process

ÅContracts have already been let

ÅConcerns 

ÅVariability of the SW/HW ratio
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SWR Models

ÅJelinski and Moranda (Jelinski, 1972) 

ÅSchick and Wolverton (Schick, 1978) 

ÅJelinski-Moranda geometric (Moranda, 1979) 

ÅMoranda geometric Poisson (Littlewood, 1979) 

ÅModified Schick and Wolverton (Sukert, 1977) 

ÅGoel and Okumoto imperfect debugging (Goel, 1979) 

ÅNonlinear Regression 

ÅBelady and Lehman (Belady, 1976) 

ÅMiller and Sofer (Miller, 1985) 

ÅCoutinho model (Coutinho, 1973) 

ÅWall and Ferguson model (Wall, 1977) 

ÅMusa exponential (Musa, 1987) 

ÅGoel and Okumoto NHPP (Goel, 1979) 

ÅS-shaped growth (Ohba, 1984; Yamada, 1983, 1984a) 

ÅHyperexponential growth (Huang, 1984; Ohba, 1984, Yamada, 1984b) 

ÅDiscrete reliability growth (Yamada, 1985) 

ÅTesting-effort dependent reliability growth (Yamada, 1986, 1993) 

ÅGeneralized NHHP (Pham, 1997, 1997, 1999) 

ÅMarkov with imperfect debugging (Goel, 1979) 

ÅLittlewood Markov (Littlewood, 1979) 

ÅSoftware safety (Tokuno, 1997; Yamada, 1998) 
Å http://sw-assurance.gsfc.nasa.gov/disciplines/reliability/index.php

http://sw-assurance.gsfc.nasa.gov/disciplines/reliability/index.php
http://sw-assurance.gsfc.nasa.gov/disciplines/reliability/index.php
http://sw-assurance.gsfc.nasa.gov/disciplines/reliability/index.php
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SWR General Life Cycle Characteristics

Unit Testing Integration TestingQualification Testing Operational Testing

Residual 

Defects

Each type of testing is limited by the number of errors 

that can be exposed due to the limits of the test set-up

SRS Qualification 

ends here

Significant 

improvement to 

reliability prior to 

fielding

Logic errors

Coding errors

Rqmts errors (SRS)

Logic errors

Rqmts errors (SSS)

Interop. errors

Timing errors

Resource errors

Rqmts errors (User)

Interop. errors

Timing errors

Resource errors

CSCI Reliability est.

System Reliability est. 

.995 .9995 .9999

.90 .99 .995

Fielded reliability 

is here

The biggest challenge for software reliability will be reducing interoperability defects. 

General 

Characteristics
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RiAC Prediction Method

where

ri = host processor speed

K = Fault exposure ratio ïdefault value of 4.2x10-7

Wo = Estimate of the number of initial faults 

The initial default value is 6 per 1000 LOC

I = Number of object instructions times the expansion 
ratio ï4.5 for Ada (I=SLOC*Er)

where

l(t) = projected reliability failure rate at time t

lo = initial failure rate

t = CPU execution time 

where

B = fault detection ratio ïdefault is 0.955

lo is the initial failure rate 

based on the history.

l(t) is the failure rate at 

time ótô.

lis the Failure Rate from 

release to end of life.

I

wKr oi
o =l

o

l
b

W

B o=

}-{ = )( t

ot bll exp

System Reliability toolkit, Reliability Information Analysis Center, Utica, NY, 2005

After Musa 1999
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Model Limitations

ÅMajority of models assume apriori knowledge of 

the number of faults or fault density

ÅModels do not account for SW development 

process of adding modules or CSCIs with each 

build

ÅEven with intensive effort ïat the end of the 

development period F(t)Í 0

Since there will be faults present after the SW is released ïthe customer 

will try to eliminate these.  To find correspondingly smaller number of 

defects in very large population will take inordinate amounts of time ï

80/20 rule and money.
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CASRE (Computer Aided Software 

Reliability Estimation )

ÅCASRE incorporates the mathematical modeling capabilities 

of the public domain tool SMERFS (Statistical Modeling and 

Estimation of Reliability Functions for Software), and runs in 

a Microsoft Windows environment. (Open Channel 

Foundation)

ÅData analysis to find best fit curve for the various models 

available ïbased on a number of faults found and corrected.

ÅActs very much like hardware failure data analysis

ÅUses time of arrival

ÅLevel of effect (data parsing)

ÅDemonstrates Reliability growth through integration of time to 

failure metric

http://www.openchannelfoundation.org/projects/CASRE_3.0
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Assure the Requirements have been Met

ÅAssist with the development of the Software 
Problem Report form and method to include 
Reliability elements.

ÅParticipate in the test plan development and 
understand what is being tested and how that 
relates to the agreed to metrics

ÅAcquire data from SPR process and develop 
reliability metrics and reports

ÅSoftware Change Requests ïSCRs ïare a 
requirements or specification change that must 
be reassessed.




